(Agency) Transit

Safety/Security Site Assessment Checklist
	Facility:
	Name

	Address:
	(street addresss)

City, State, zip

	Facility POC:
	Name, Title of point of contact (POC)

	Phone:
	Office, cell, etc.

	E-mail:
	e-mail for POC

	Facility Is:
	Type of facility, Owned by….., operated by ….., 


	Evaluator:
	Name

	Phone:
	Office, cell, etc.

	E-mail:
	

	Date:
	Date of site visit


Perimeter Security 

Physical Barriers

	Strategy
	Existent
	Comments

	Physical perimeter >50’
	Y/N
	Check that structures within facility are set back an ample distance from entry gate, fence line, and adjacent buildings.

	Defensible Space >100’ 
	Y/N
	Check for 100 ft buffer clear of combustible trees, brush, etc. to protect from potential wildfire, or note if site is in a developed urban area.

	Above 100-year flood plain 
	Y/N
	Check local or FEMA flood zone maps

	Window Hardening
	Y/N
	Bars, wired glass, lexan windows, or other features

	Building Hardening
	Y/N
	Any bollards, barriers, or other features to harden building from attack


Employee and Visitor Parking

	Strategy
	Existent
	Comments

	Enclosed Lot / Yard
	Y/N
	Describe effectiveness and state of fencing

	Gate / ID Card Access
	Y/N
	Security or limited access features on gates or entrances, if any

	Posted for Towing of Unauthorized Vehicles
	Y/N
	Signage at gate entrance indicating restricted access

	Clear Identification of Authorized Vehicles
	Y/N
	Parking permits or other restrictions in place

	Highly Visible Location 
	Y/N
	High visibility is OK if public access is desired.  

	Separate Ingress/Egress
	Y/N
	Easier to control and better traffic flow with separate entrances and exits

	Clearly designated spaces
	Y/N
	Parking areas marked and designated in an orderly way

	Designated Visitor Parking
	Y/N
	Signage and designated parking areas for visitors

	Secure Bicycle Storage Areas
	Y/N
	Secure area for bicycles

	Parking Areas Well Lit
	Y/N
	Evaluate area lighting

	Off site or on street parking
	Y/N
	Is parking available, are employees forced to park off-site?


Bus, Van and Service Vehicle Parking

	Strategy
	Existent
	Comments

	Enclosed Lot / Yard
	Y/N
	Describe effectiveness and state of fencing

	Gate / ID Card Access
	Y/N
	Security or limited access features on gates or entrances, if any

	Posted for Towing of Unauthorized Vehicles
	Y/N
	Signage at gate entrance indicating restricted access

	Clear Identification of Authorized Vehicles
	Y/N
	Parking permits or other restrictions in place

	Highly Visible Location 
	Y/N
	High visibility is OK only if public access is desired  

	Separate Ingress/Egress
	Y/N
	Easier to control and better traffic flow with separate entrances and exits

	Clearly designated spaces
	Y/N
	Parking areas marked and designated in an orderly way

	Designated Visitor Parking
	Y/N
	Signage and designated parking areas for visitors

	Secure Bicycle Storage Areas
	Y/N
	Secure area for bicycles

	Parking Areas Well Lit
	Y/N
	Evaluate area lighting

	Off site or on street parking
	Y/N
	Is parking available, are employees forced to park off-site?


Neighboring Installations

	Subject
	Distance
	Comments

	Fire Station
	miles
	Estimate distance from closest fire station

	Police Station
	miles
	Estimate distance from closest police station

	Other facility
	miles
	Note any other government or public safety facilities nearby  

	Military/National Guard Post
	miles
	Estimate distance from closest military base

	Housing Characteristics
	miles
	Describe nearby housing

	Retail / Restaurants
	miles
	Describe nearby commercial and retail development

	Industrial / Warehouse
	miles
	Describe nearby industrial or warehousing facilities

	Chemical Production/Storage
	miles
	Any chemical or petroleum production or storage nearby 

	River, stream or waterway
	miles
	Note any waterways nearby

	Harbor / Docks
	miles
	Any harbor or port facilities

	Rail Line
	miles
	Nearby rail lines or facilities

	Interstate / Highway
	miles
	Distance to Interstate or other major highway

	Indicators of Criminal Activity
	Y/N
	Survey surrounding area, note any troubling indicators (vandalism, graffiti, abandoned cars, vacant buildings, etc.)


Interior Security
Personnel Access
	Strategy
	Existent
	Comments

	Entrances/Exits Well-Marked
	Y/N
	Signs to identify public and employee entrances, office hours

	Walkway Lighting
	Y/N
	Evaluate for effectiveness

	Motion Sensors near Entries
	Y/N
	Motion sensor lighting is a good choice in some applications

	Building Address Clearly Visible
	Y/N
	Should be visible for emergency responders, who may not be from the local area

	Single/Limited Point of Entry
	Y/N
	Recommend single point access control

	High-security Locks
	Y/N
	Keyed locks not as effective as ID card lock access

	Posted @ Video Surveillance
	Y/N
	

	CCTV / Video Recording
	Y/N
	Video should be stored for possible retrieval later

	Checkpoint Security / Patrols 
	Y/N
	Comment on active patrols or lack thereof, or if area is monitored by police on a regular basis

	Photo ID Displayed by all Personnel at all Times
	Y/N
	Employees should display credentials

	Staff & Visitor Badges 
	Y/N
	As should visitors

	Visitor Badge Accountability 
	Y/N
	Protocols should be in place

	Customer Waiting Room / Public areas
	Y/N
	Public areas should be segregated from employee areas; evaluate amenities for the public

	Public Restroom Access and Availability
	Y/N
	As above

	Limited Access to Utility Areas
	Y/N
	Access to the building electrical/utility panels, mechanical and communication rooms, trash, waste and recycling etc. locked or off limits

	Limited Access to Maintenance Areas
	Y/N
	Exterior barrier or signage to indicate the area is off-limits to unauthorized persons

	Enhanced High Value Security (i.e. ticket sales, fare box counting room)
	Y/N
	Enhanced security precautions with regard to fare box receipts and money handling


Alarm Systems
	Strategy
	Existent
	Comments

	Burglar Alarms
	Y/N
	Is facility protected by an alarm system

	Panic Buttons
	Y/N
	As in a bank, for example

	Intercom / PA System
	Y/N
	If in use, does it cover the whole facility?

	Smoke Detectors
	Y/N
	Do they also trigger facility-wide alarm and notify fire department?

	Fire Alarms
	Y/N
	Pull-type alarms or other

	Sprinkler System
	Y/N
	Water or chemical in use

	Fire Suppression Equipment 
	Y/N
	Extinguishers or suppression system to protect sensitive equipment 

	Documented alarm system maintenance protocols
	Y/N
	If alarm panel is present, are employees trained in procedures and protocols?  Who maintains system?


Receiving and Shipping

	Strategy
	Existent
	Comments

	Dedicated Mailroom
	Y/N
	Depends on agency size

	Screening of all Packages
	Y/N
	Protocols and training to screen packages

	Secure Mail Distribution
	Y/N
	From dedicated mailroom to offices and satellite locations

	Shipping/Receiving Dock
	Y/N
	Central receiving and shipping recommended

	Written Shipping/Receiving Procedures
	Y/N
	Protocols and training to send and receive packages


Vehicle Maintenance and Storage
Maintenance Capacity
	Strategy
	Existent
	Comments

	Inside vehicle parking, capacity
	Y/N
	Number of vehicles that are parked under cover, spare capacity if any

	Outside vehicle parking, capacity
	Y/N
	Number of vehicles that are parked outside, spare capacity if any

	Inspections and running repair, number of service bays
	Y/N
	Service bays dedicated to inspections, preventive maintenance and running repair

	Heavy repair, number of service bays
	Y/N
	Service bays dedicated to heavy duty repair, component replacement, etc.

	Tire shop
	Y/N
	Description and capacity, if applicable

	Wash rack
	Y/N
	Description and capacity, if applicable

	Machine shop facilities / engine, transmission, and component rebuild
	Y/N
	Description and capability, if applicable

	Electrical or radio shop 
	Y/N
	Description and capability, if applicable

	Body shop
	Y/N
	Description and capability, if applicable


Fuel Dispensing and Storage

	Strategy
	Existent
	Comments

	Types of fuel on Site
	Y/N
	Unleaded, diesel, etc.

	Type/size of storage tanks 
	Y/N
	Fuel by type, storage capacity, above or below ground

	Placards / Warnings Posted
	Y/N
	As required by regulations for types of products stored

	Fuel pump Access (key or card lock)
	Y/N
	Authorized personnel only

	Emergency fuel shut off 
	Y/N
	Location, protocols, and training

	Spill Kit / Spill Procedures
	Y/N
	Spill prevention, control and countermeasures plan (SPCC) for storage tanks > 1320 gal.  Spill kit and materials available. Location, protocols, and training.


Hazardous Chemicals / Materials

	Strategy
	Existent
	Comments

	Product Storage Tanks
	Y/N
	Tank size, type of product stored, above or below ground

	Product dispensers / barrels
	Y/N
	Typical fluids: Grease, transmission oil, antifreeze, brake fluid, hydraulic oil, proper labeling and storage

	Chemical Storage Lockers 
	Y/N
	Fire-rated cabinets for flammable product and container storage

	Placards / Warnings Posted
	Y/N
	As required by regulations for types of products stored, on outside of building where required 

	Personnel access restricted?
	Y/N
	Authorized personnel only


Health and Safety*
	Strategy
	Existent
	Comments

	MSDS Sheets on file 
	Y/N
	MSDS sheets prominent in shop.  Employees trained.  Also available online as backup source.

	Eyewash stations
	Y/N
	Or eyewash kit available

	Emergency Showers
	Y/N
	Plumbing required, signage and accessibility

	Spill Kit / Spill Procedures
	Y/N
	Product spill and containment kit is adequate, response team protocols and training in place.


Emergency Planning and Procedures
Administrative Procedures

	Strategy
	Existent
	Comments

	Established Threat / Emergency Response Procedures
	Y/N
	Checklists, protocols and training

	Evacuation Plans Established 
	Y/N
	Checklists, protocols and training, evacuation route and assembly point designated, appropriate signage 

	Shelter In Place Procedures 
	Y/N
	Checklists, protocols and training

	Established After-Hours Protocols
	Y/N
	Checklists, protocols and training.

	Established Lock-down Procedures
	Y/N
	Checklists, protocols and training

	Serious Injury / Fatality notification protocol
	Y/N
	Checklists, protocols and training


Continuity of Operations
	Strategy
	Existent
	Comments

	Active computer file back-up protocol in place
	Y/N
	Automatic backup to off-site server or cloud system preferred

	Active hard-copy back-up protocol in place
	Y/N
	Especially for daily driver assignments, manifest, trip sheet or schedule, paper back-up

	Surge Protectors on all Electronic Equipment
	Y/N
	Basic surge protection devices, or uninterrupted power supply systems (UPS) battery back-up in use?

	Lock-down Procedures for Sensitive Employee and Customer Information
	Y/N
	Sensitive employee files (personnel and medical records) kept in a locked file cabinet, limited need to know access

	Redundant Communications Systems 
	Y/N
	Back-up for radios?  Cell phones?

	Back-up Power Supply 
	Y/N
	Portable or stationary generator available, protocols and training for operation and maintenance

	Survival Water and Food Stores Established
	Y/N
	Food and water for 3 days kept on hand for staff, including drivers


Intelligence Sharing

	Strategy
	Existent
	Comments

	Participation on Local Emergency Planning Council (LEPC)
	Y/N
	Transit and paratransit have a seat at the table, are active participants 

	Clear Role in Community Emergency Response Plan 
	Y/N
	Outcome of LEPC process, Annex in County Emergency Operations Plan, (EOP) for example

	Evacuation Routes Established
	Y/N
	Documented in county and agency EOP

	Refuge and Shelter Locations Established
	Y/N
	Documented in county and agency EOP

	Census of Transit-Dependent Population Established
	See comment
	Effort to identify congregate care facilities, vulnerable populations as part of planning process

	Customers Needing Evacuation Assistance Identified
	Y/N
	Is a system in place to identify transit and paratransit patrons who will need evacuation assistance?

	Established Police Liaison Activities
	Y/N
	Police involved in threat and vulnerability assessment, ongoing program of drills and exercises, orientation on buses, ongoing debriefing of tactical responses for security incidents

	Established Fire Liaison Activities
	Y/N
	Fire and rescue involved in threat and vulnerability assessment, ongoing program of drills and exercises, orientation on buses, rescue and extraction from buses, etc. 

	Mutual Aid MOUs Signed w/ first responder organizations 
	Y/N
	Memorandums of Understanding for mutual aid with local emergency management and first responders, other service providers and neighboring transit agencies 


Drills and Exercises
	Strategy
	Existent
	Comments

	Identified Emergency Response Team
	Y/N
	Roles and responsibilities assigned to management and supervisory staff 

	Emergency Response Team Activation Drills
	Y/N
	Establish and test mobilization plan at least twice a year

	Facility Evacuation Drills
	Y/N
	Evacuation plan and assembly point is posted.  Last drill conducted?  Compliance with drill protocols?

	Regular Tabletop Exercises
	Y/N
	Discussion-based exercises to test emergency response protocols; can be small, medium, large, or multi-agency in scope

	Interagency Emergency Response Exercises
	Y/N
	Tabletop, Functional or full-scale exercises involving multiple agencies, at least annually


Vehicle Safety and Security
Access Control

	Strategy
	Existent
	Comments

	Locking Fuel Filler Caps
	Y/N
	Can prevent fuel theft

	Key Control/Remote Access
	Y/N
	Keyed ignition and keyed door entry, if applicable 

	Supervisor On-scene during pull-out and pull-in times
	Y/N
	Available to expedite problems

	Vehicle numbers clearly visible 
	Y/N
	6” or larger numerals on front, back and sides of vehicle exterior, interior on front bulkhead, and 24” or larger on the roof.


On Board Equipment
	Strategy
	Existent
	Comments

	GPS/AVL Capability
	Y/N
	Describe, if applicable

	Redundant Communication Systems on vehicle
	Y/N
	Radio back-up, cell phone, or instructions to drivers if communication is lost

	CCTV / Video Cameras
	Y/N
	Describe, if applicable, including storage, retention, and retrieval systems

	Functional Interior Lighting
	Y/N
	Check if adequate and in good working order

	Back-up Warning Indicator 
	Y/N
	Check if adequate and in good working order

	Intercom / PA system 
	Y/N
	Check if adequate and in good working order, if capable of exterior announcements

	Triangles / Flares
	Y/N
	Check if adequate and in good working order, usually equipped with triangles only; flares are generally not recommended.

	First Aid Kit
	Y/N
	Check if adequate and in good working order

	Biohazard Spill Kit 
	Y/N
	Check if adequate and in good working order

	Fire Extinguisher
	Y/N
	Check if adequate and in good working order

	Web Cutter
	Y/N
	Check if in easy reach of the operator

	Flashlight
	Y/N
	Some operators will bring personal flashlights to work, good idea to have on the bus

	Reflective Vest
	Y/N
	A recommended good practice

	Minimal Water/Food Stores 
	Y/N
	A recommended good practice

	Emergency Doors / Windows 
	Y/N
	Check if adequate and in good working order

	Drag Blankets 
	Y/N
	If available, are employees trained in drag and carry techniques

	Pre/Post Trip Form 
	Y/N
	Check that daily inspection protocols are followed

	Accident/Incident Checklist / Report Forms
	Y/N
	Check for “accident kit,” that includes accident forms, information cards, emergency contacts, “what to do” checklist, etc.


Bus Stops and Passenger Waiting Areas

	Strategy
	Existent
	Comments

	Transit Centers / Passenger Waiting Rooms 
	Y/N
	If yes, list by location and describe amenities

	Public Rest Rooms / Access
	Y/N
	If yes, list by location

	Transit Stops Well Lit
	Y/N
	Are standards developed and followed?

	Transit Stops Highly Visible
	Y/N
	Are standards developed and followed?

	Good Sight-Distances to Transit Stops 
	See comment
	Are standards developed and followed?

	Transit Stops with Paved Curbs and Walkways
	See comment
	Are standards developed and followed?

	Shelters at High-Volume Stops
	See comment
	Are standards developed and followed?

	Number of transit stops in parking lots
	Y/N
	Are standards developed and followed?

	Number of backing maneuvers in a shift
	See comment
	Are standards developed and followed?


Employee Development
Pre-Employment Screening

	Strategy
	Existent
	Comments

	Written job descriptions
	Y/N
	Check if specific and appropriate

	Past-Employment Record Check for all Employees
	Y/N
	How conducted?  Outside service provider used?

	Verify Social Security numbers
	Y/N
	How conducted?  E-verify or outside service provider used?

	Driving Record Check for all Employees
	Y/N
	How conducted?  Outside service provider used?

	Criminal Background Check for all Employees
	Y/N
	How conducted?  Outside service provider used?

	Credit Check for all Employees
	Y/N
	How conducted?  Outside service provider used? Credit check is controversial, not required by law or recommended one way or the other.

	Physical Exam for all Employees
	Y/N
	How conducted?  Recommend using agency physician.

	Pre-Employment Drug and Alcohol Test for all Employees
	Y/N
	How conducted?  Service provider or agency physician?  Is alcohol included?

	Employee Photo ID
	Y/N
	Should be part of employment process

	Access Permissions Detailed on staff IDs
	Y/N
	Some ID cards specify or are programmable to limit access

	Periodic ID Updates
	Y/N
	ID photos renewed annually or semi-annually, or whenever needed due to individual circumstance

	Accountability for Uniforms, coveralls, safety vests, etc.
	Y/N
	Uniform items should be inventoried and accounted for when employees leave agency.


Periodic Screening

	Strategy
	Existent
	Comments

	Periodic Fit-for-Duty Physical
	Y/N
	Rare, but a good idea.  Usual practice is CDL renewal.

	Random D&A Testing for all staff
	Y/N
	Consistent with FTA safety sensitive employee requirements

	Reasonable suspicion D&A Test for all staff
	Y/N
	Consistent with FTA safety sensitive employee requirements

	Post Accident D&A
	Y/N
	Consistent with FTA safety sensitive employee requirements

	Return to work D&A
	Y/N
	If off for extended period doctor’s certification required before returning to work.  Drug and alcohol test recommended if off over 30 days.


Orientation Training

	Strategy
	Existent
	Comments

	Training Documentation Procedure
	Y/N
	Training documents and sign-offs included in training files.  Training records include copies of written tests, any other evaluation forms.

	Organizational Policies & Procedures 
	Y/N
	Documented as part of training program

	Employee conduct / Ethics 
	Y/N
	ditto

	EEO / Discrimination / Sexual Harassment
	Y/N
	ditto

	Drug and Alcohol Testing Procedure
	Y/N
	ditto

	Public Relations / Dealing with the Media
	Y/N
	ditto

	OSHA Compliance Documentation Procedure
	Y/N
	Required by OSHA regulations in most states

	Hazard Communications
	Y/N
	All chemical containers are labeled, employees have access to MSDS sheets, and employee training is conducted.

	Established Agency Safety Committee
	Y/N
	Required by OSHA regulations in most states, describe meeting schedule and committee members


Operations Training and Drills

	Strategy
	Existent
	Documented? / Other Comments

	CDL / Essential Driving Regulations
	Y/N
	CDL testing performed by?

	Pre-Trip Inspection
	Y/N
	Verify

	Vehicle Familiarization
	Y/N
	Verify

	Defensive Driving 
	Y/N
	Verify or get source of program curriculum, e.g., TSI

	Route Familiarization
	Y/N
	Verify

	Customer Service 
	Y/N
	Verify or get source of program curriculum, e.g., TSI

	Passenger Assistance
	Y/N
	Verify or get source of program curriculum, e.g., PASS

	Lift operations/wheelchair securement
	Y/N
	Verify

	Radio and communications Protocols 
	Y/N
	Verify

	Hazardous Driving Conditions 
	Y/N
	Weather, road conditions

	Acts of Nature
	Y/N
	Guidelines for floods, landslides, etc.

	Criminal Activity / Suspicious Behavior Protocols
	Y/N
	Describe or give source of program curriculum, e.g., NTI or TSI

	Crisis Management / Emergency Procedures

Accident / Incident Response
	Y/N
	Describe or give source of program curriculum, e.g., NTI or TSI

	HazMat Spill Protocols
	Y/N
	Verify

	Fire Safety Procedures
	Y/N
	Verify

	Bomb Threat Protocol
	Y/N
	Verify

	Evacuation Procedures / Drills
	Y/N
	Verify, vehicle evacuation drag and carry techniques should be practiced

	First Aid / CPR / Triage
	Y/N
	Verify or get source of program curriculum, ie, Red Cross

	Blood-borne Pathogens
	Y/N
	Verify or get source of program curriculum, ie, OSHA or vendor

	Emergency Response Team Mobilization List or Volunteer List
	Y/N
	Verify plan or call down list

	Operations Suspension / Resumption
	Y/N
	Verify if plan exists


Employee Support
	Strategy
	Existent
	Comments

	Employee Wellness Program
	Y/N
	Verify or get source of program

	Employee Assistance Program
	Y/N
	Verify or get source of program

	Continuing Education Program
	Y/N
	Verify or get source of program

	Internal Advancement Policy
	Y/N
	Verify or get source of program


