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Sensitive Security Information/ Public Disclosure Checklist
1.  ____   Access to SSI documents will be limited only to those with a “need to know” the material.
2.  ____   Be conscious of surroundings when discussing SSI; remember not everyone has a “need to know” SSI.

3.  ____   Do not leave files with sensitive information unattended.
4.  ____   During business, SSI items not actively being worked will be kept in secure location:  room accessible only by access card; locked room, file cabinets or desk drawer.
5.  ____   SSI materials may not be posted on externally accessible websites.

6.  ____   All SSI materials will be locked up during non-business hours.   
7.  ____   All maintenance file cabinets and personnel file cabinets must be secure at all times.
8.  ____   Discard all sensitive information in the container for shredding.
9.  ____   All Public Disclosure request, and job related requests for SSI information from non-governmental parties received in writing, must be funneled through your immediate supervisor. Supervisors need to notify and coordinate release of information with human resource personnel. 
10.  ____   Redact any reference to SSN on all documents and materials and delete from VIS.

11.  ____   Login credentials and designated access to internal computer files containing SSI is provided on a “need to know/access” bases.  
12.  ____   Turn off or lock computer screen whenever left unattended.

13.  ____   Keep your immediate supervisor apprised of concerns or issues including any missing, unaccounted for, or mishandled SSI.   
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