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Computer Security Breach/ System Failure Checklist

1.  ____   Date:
 
Time received:


1.  ____   Location _______________________________

2.  ____   Type of Incident?______________

3.  ____   Fire?__________________________

4.  ____   Contact IT: NAME & ###-####-####
5.  ____   Floor Warden/Metro Incident Commander (IC) 

Name:
Title


Post location:  


6.  ____   IC initiates incident command system in coordination with IT Support Staff 

IT Staff Name:
Title


Post location:  



7.  ____   If evacuation is necessary due to fire or other life safety reasons, ALWAYS evacuate uphill, upwind, or up stream.

8.  ____   If sheltering in place, have Floor Warden take head count and names of personnel. Advise everyone to remain off cell phones, land lines, and away from windows. Close doors and windows.  

9.  ____   Keep Transit Control Center (###-###-####) advised.  

10.  ____   Protect personally identifiable information, all recordings and photos. 

11.  ____   When area is declared safe by fire incident commander or power restored, MIC directs damage assessment and personnel head count/name check.
12.  ____   Brief manager and the supervisor, or their designee
13.  ____   Incident terminated by:  Name:  

Title:  


  Date:  
  Time:
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