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Transit agencies can prohibit
concealed weapons

by Bret Rowe, Program Consultant,
KDOT Office of Public Transportation

he Kansas legislature recent-
ly passed Senate Bill 418 to
allow “concealed carry” of

weapons. The

to obtain a license to carry a con-
cealed weapon for lawful self-
defense. This process involves a thor-
ough Kansas Bureau of Investigation
(KBI) and criminal records back-
ground check, satisfactory comple-
tion of a weapons safety training
course, and a $150 applica-

Bill became law &
on July 1, 2006, \

4 tion fee. Licensees will
not be allowed to carry

however, accord-

— — >
ing to amended bill and the \i /%

Kansas Attorney General’s office,
no concealed carry permits will be
issued until January of 2007.

This new law would allow
members of the general public over
21 who are legally entitled to do so,

concealed weapons into
a police station, jail,
\) courthouse, govern-

ment meeting, govern-
ment buildings, court-

rooms, schools, bars, pro sporting

events not involving firearms, the

Go to page 2

Has your transit
agency’s level of
preparedness changed?

With the five-year anniversary of
9/11 and the one-year anniversary
of Katrina, we're reminded of disas-
ters both natural and man-made.
ls your transit agency more pre-
pared than it was five years ago?

ive years have gone by since
F9/ 11. It seems like yesterday,

and it seems like an eternity
ago. With that tragic occurrence,
many of us wondered how we would

react, and how (or if) we would
Go to page 2
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does have a provision that would
allow any public or private employer
or business open to the public—if
they chose to do so—to prohibit
licensees from carrying concealed
weapons while on the premises of the
business. Any such businesses open to
the public would have to post signs
stating that carrying a concealed
weapon on the premises is prohibited.
Transit agencies wanting to

restrict or prohibit concealed
weapons would have to post
notices on the public entry
door of their buildings, and on
the main passenger entry door
of each transit vehicle. The
agency must also adopt a writ-
ten rider policy statement that
does not allow concealed carry
on their premises' and in their
transit vehicles.

Violation of carrying a
concealed weapon on restricted
or prohibited property would

be a Class B misdemeanor.

provision that would allow

oyer or business open to the

 from carrying concealed

nis

es of the business.

For more information, contact

Bret Rowe at KDOT Office’s of
Public Transportation, (785) 296-
4907 or email bret@ksdot.org. A

Preparedness,
continued from page 1

recover. As a transit manager, that
question not only is a personal one,
but a professional one. Just how
quickly could your agency get back to
business after a terrorist attack or a
natural disaster like a flood, fire or

tornado? A program of the U.S.
Department of Homeland Security
has developed some resources to help
you answer that question and proce-
dures to help you to get back into
operation should a disaster strike.
Ready Business, an extension
of the U.S. Department of
Homeland Security’s Ready
Campaign, helps owners and man-
agers of small to medium-sized
businesses prepare their employees,
operations and assets in the event of
an emergency. Launched September
2004, Ready Business is funded by

You are probably aware
of some of the risks in
your community, but
there are some you may
not think of.

Homeland Security’s Office of
Infrastructure Protection. A booklet
entitled Every Business Should Have
a Plan is one example of the
resources available from Ready
Business. This article will outline
some of their key recommendations
for protecting your transit agency and
ensuring continuity of operations.

A plan to stay in business
Business continuity planning takes
into account both man-made and
natural disasters, and is a process that
must occur in advance to help you to
use your resources to take care of
yourself, your co-workers and your
agency’s recovery.

Business continuity planning
starts with a risk assessment—identi-
tying which disasters are most com-
mon in the areas where you operate.
You are probably aware of some of
the risks in your community, but
there are some you may not think of.
Work with your local emergency
planning committee in your county



or counties to help identify risks that
you may not have considered.

Once you've identified the risks,
assess how your agency functions,
both internally and externally, to
determine which staff, materials, pro-
cedures and equipment are absolutely
necessary to keep the business opera-
tional. Identify operations critical to
survival and recovery; e.g., emergency
payroll, expedited financial decision-
making, and accounting systems to
track and document costs in the
event of a disaster. Procedures for
succession management should be in
place; ideally including one person
who is not based at the agency. In

smaller agencies, you may need to be
creative to identify such a person.

The next step is putting together
an emergency plan, including indi-
viduals with expertise vital to your
daily business functions; in transit,
this includes dispatchers and drivers
with the “hands-on” knowledge of
your operations.

Develop a comprehensive plan to
serve your passengers and your com-
munity during and after a disaster.
You will need to identify key suppli-
ers, resources and other businesses you
interact with on a daily basis and
develop contingencies in case any of
them are unable to operate. A disaster
that shuts down a key supplier may
mean that you shut down, too, if you
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Cyber security: Protecting your agency from electronic threats

I I ere are some tips adapted from www.ready.gov to protect your agency’s

electronic data:

o Use anti-virus software and keep it and your operating system up-to-date.
e Don't open email from unknown sources.
e Use hard-to-guess passwords (and don't tape them to your computer to

help you remember them!)

e Protect your computer from Internet intruders by using firewalls.

o Back up your data regularly and keep back-ups oft-site.

e Make sure everyone in the agency knows these policies, follows them and
knows what to do if the computer system becomes infected.

don't have a contingency plan in place.
Finally, plan what you will do if
your building or vehicles are not
accessible. Define crisis management
procedures and individual responsi-
bilities in advance. Talk with your

will want to see after an emergency
and store them in a safe place.

e Prepare for utility disruptions. Your
operations are dependent on electric-
ity, gas, telecommunications, sewer
and other utilities. Plan ahead for

Protect your computer from Internet intruders

through the use of firewalls—and back up your

data regularly and keep back-ups off-site.

staff and frequently review and prac-
tice what you intend to do during
and after an emergency.

Protecting your investment

In addition to emergency planning
and communication, there are steps
you can take to safeguard your agency
and secure your physical assets:

o Review insurance coverage.
Inadequate insurance coverage can
lead to major financial loss if your
agency is damaged, destroyed or
interrupted for a period of time. Talk
with your agent about physical losses,
flood coverage and business interrup-
tion. Consider how you will pay
creditors and employees. Find out
what records your insurance provider

Source: Adapted from Ewery Business Should Have a Plan. U.S. Department

extended disruptions during and after
a disaster. Examine which utilities are
vital and talk with service providers
about potential alternatives. Identify
possible back-ups like portable gen-
erators to help in an emergency.

o Secure facilities. There’s really no way
to predict what will happen, but there
are things to do to help you be pre-
pared. Make sure fire extinguishers,
smoke alarms and detectors are func-
tioning. Think about how people and
products go in and out of your build-
ing and secure the entries appropri-
ately. Plan for mail safety by training
staff to recognize a suspect package
and to know how to handle it. Other
mail safety strategies are available

at http://www.ready.gov/business/
protect/facilities.html. Finally, plan
what you will do if your building or

of Homeland Security. http://www.ready.gov/business/_downloads/
ReadyBusinessBrochure.pdf.

Go to next page
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Preparedness,
continued from page

your vehicles are not usable.

o Secure your equipment. Some disas-
ters may damage or destroy some or
all of your vehicles or other impor-
tant equipment in your building.
Conduct a walk-through to deter-
mine if there are ways to secure
equipment. Consider attaching
equipment and cabinets to walls.
Elevate equipment off the floor to
avoid electrical hazards in the event
of flooding. Identify computers, parts
and other equipment that are needed
to keep your service operating. Plan
how to replace or repair equipment if
it is damaged or destroyed.

o Assess building air protection. Some
emergencies may release toxic parti-
cles into the air. Depending on the
hazard, a building may provide a
barrier between contaminated out-
side air and the people inside. Make
sure that your facility’s heating, ven-
tilation and air-conditioning
(HVAC) system is working properly
and is well-maintained. Develop and
practice shut-down procedures.
Make sure outdoor air intakes are
secure and away from ground level to
avoid tampering. Evaluate whether
you can feasibly upgrade the build-
ing’s filtration system consistent with
your HVAC system.

o Improve cyber security. Cyber securi-
ty means protecting your data and
information technology systems from
outside and inside threats. Some of
the recommended procedures may
require specialized expertise. (See
sidebar on page 3 for a partial list of
recommended procedures.)

The Ready Business Guide was
produced with support from the
Federal Emergency Management
Agency (FEMA). For more informa-
tion on individual and business pre-
paredness visit www.ready.gov. A
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