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Summary: From the National Transit Institute, this brief discusses possible suspicious behaviors in people, clues to be aware of, and strategies for interacting with a person one may consider suspicious.
IDENTIFYING AND REPORTING UNUSUAL 

BEHAVIOR AND ACTIVITY

Unusual behavior could be exhibited by anyone who appears to not belong.  Suspicious activities are basically anything a person may note that appears unusual or out of place.  Suspicion should be based upon:

· Where someone is

· When he or she is there

· What he or she is doing

Identifying a suspicious person should not be based on stereotypes of race, color, ethnicity, nationality, residence, age or sex (profiling), but rather on specific behavior or activity.  A terrorist could be a person from anywhere in the world, including our own country.

Observation should focus on a combination of factors, not on ONE trait.  These factors will include:

· Attitude of a person

· hesitates or is indecisive

· is very arrogant and expresses contempt against authority figures

· shows exaggerated emotions/behaviors inappropriate to the location such as crying, excessive laughter or talking

· Apparel and accessories

· wears attire inconsistent with weather conditions/time of day

· appears to be wearing a disguise

· is holding unusual packages or baggage

· carries security sensitive information or material

· Body language

· attempts to conceal his/her face by turning away when someone approaches

· hides in shadows or behind objects to keep from being clearly seen

· acts furtively or appears to be concealing something

· avoids eye contact or departs quickly when seen

· manifests nervousness in their eyes, face or body, e.g., shaky hands, touching face or hands, exaggerated movements, profuse sweating

· Actions 

· acts in a disorderly manner

· remains extremely private and does not interact with those around him/her

· tries hard not to be impolite and risk calling attention to him/herself

· tries not to be noticed

· people having similar bags or packages

· people trying to appear to be unrelated to each other but maintain contact through hand signals or cell phone or radio conversation 

· people observing bomb threat evacuations

· people staring at or quickly looking away from employees or vehicles as they enter or leave parking areas

· Reaction to police presence or uniformed security personnel

· recoils from uniformed person’s glare or from the appearance of security personnel

· avoids eye contact with uniformed employees

· avoids area where police are present

· does not respond to authoritative voice commands

· is evasive when asked a direct question and/or gives too many details unrelated to the conversation

· attempts to provide a cover story that seems inconsistent with actions or environment

Possible suspicious behaviors of people:

· Appearing extremely interested in transit facilities, buses or surroundings

· Having the appearance of rehearsing

· Taking photographs or video of staging areas

· Looking lost or wandering around unauthorized areas

· Exhibiting disruptive or potentially distracting behavior

· Showing an unusual interest in employee schedules

· Abandoning an item and leaving the area quickly

· Wearing a uniform and appearing to not be involved in any appropriate activity

· Openly possessing a weapon or dangerous item

· May wear irregular or disproportionate clothing for body type or weather

· May repeatedly pat their chest or stomach

· May carry irregular, inappropriate or overweight luggage or bags

· May move about without purpose

· May sweat or act extremely nervous

· May not make eye contact

· May be non-communicative or uncooperative

· May wear explosive materials as a harness on their body underneath their clothes

· May carry explosive materials in a bag such as a backpack

· May have wires running down shirtsleeve, along the belt, (attaching bomb to a detonating device) to an ear or anywhere on the body

· May have in their hand a positive or negative activation device

· A hand may be in a fist shape and outside a pocket or a hand may be kept in a pocket at all times

· A positive activation device requires an act to detonate, such as throwing a switch, pushing a plunger or closing a circuit

· A negative activation device requires simply a release to detonate (such as opening of the hand which holds a switch)

· A negative activation device makes it extremely difficult to apprehend the perpetrator

Strategies for interacting with a person you consider suspicious:

· Observe what the person is doing, where they are and when they are there

· Observe any package or vehicle associated with the person

· Do not prevent a suspicious person from leaving the area

· If speaking to or in the vicinity of a suspicious person, be polite, courteous and non-threatening.  If they refuse to respond or respond aggressively, withdraw.

· Challenging with, “May I help you?” is a non-threatening way to begin

· Do not invade the person’s space or make any sudden movements

· Be alert for signs of physical or auditory distress in the person

· Withdraw from the presence of a suspicious person in a calm and non-threatening way so they are not aware of your suspicion of them which could cause them to harm you

· Be alert for other possible suspicious people in the area

· Immediately report a suspicious person once safely able to do so without being observed by that person

· If safe to do so, observe in what direction person may be going

· Report in to first responders when they arrive on the scene

Characteristics to be noted when reporting suspicious people:

Start at the top of the head, scan down to feet and then scan back up to the head again.

· Eyes

· Ears

· Mouth/nose

· Hair/facial hair

· Forehead

· Cheeks/chin

· Neck

· Complexion

· Body shape/size

· Hat

· Jewelry

· Shirt/blouse/dress

· Coat

· Pants/skirt

· Socks/shoes

· Oddities/tattoos

· General appearance

· Accessories

Of significant importance are shoes and jewelry.  A person could easily wear layers of clothing and remove them to change their look but may not go to the extent of changing their shoes and jewelry.
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