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EXPLOSIVES AND 

IMPROVISED EXPLOSIVE DEVICES (IED)

Improvised explosive devices (IEDs) 

Fifty percent of terrorist attacks worldwide are bombings and 85% of terrorist attacks within the United States are bombings.  The reasons that terrorists use bombs or improvised explosive devices (IEDs), as they are technically described, are:

· Dramatic, low risk, draw attention

· Low cost/high yield 
· Few skills needed
· Attacks can be executed remotely
· Large groups not required
· Forensic evidence difficult to identify, collect and assemble
The most common IED is the pipe bomb.  But IEDs:

· can come in many shapes and sizes

· can be as small as a credit card or matchbook 

· are easily disguised to look like every day items
· might have batteries taped to the side
· might have wires running out of one end or around the outside
· might have explosive materials attached that may look like putty

· may be used to cause massive local destruction or to disperse chemical, biological or radiological agents

· are categorized as being explosive or incendiary, employing high or low filler explosive materials to explode and/or cause fires

· can be outfitted with timed or remotely triggered detonators which can be designed to be activated by light, pressure, movement, or radio transmission  

· are sometimes packed with additional materials such as nails, ball bearings or shards intended to cause greater harm 

Components of an improvised explosive device 

· A power supply consisting of some form of battery or capacitor

· A switch/timer that provides for a delay in detonation and can be electrical, chemical or mechanical

· A detonator/initiator which can be either electric or non-electric and is used to provide the initial trigger explosive which then detonates the main explosive charge

· A main explosive charge that can be either high or low in nature with low explosives creating heat and fire and high explosives creating a large blast

Effects

The range of area affected by a bomb blast varies greatly depending on the size and type of bomb and whether the blast is outside or shielded by a structure.  This range can be extremely low for a pipe bomb shielded by a structure to thousands of feet for a large truck bomb outside and unshielded.

Bombs inflict casualties in a variety of ways, including the following:

· blast overpressure (a crushing action on vital components of the body; eardrums are the most vulnerable)

· sudden body translation against rigid barriers or objects (i.e., being picked up and thrown by a pressure wave)

· falling structural material

· flying debris (especially glass)

· asphyxiation (lack of oxygen)

· bomb fragments

· burns from incendiary devices or fires resulting from blast damage

· inhalation of toxic fumes resulting from fires

Secondary explosive device tactics

There are two tactics that intensify the magnitude of damage or casualties inflicted by detonation of an explosive device:

· detonating a small device to bring public safety personnel to the site; a larger, more deadly device is detonated some time after the first device, thereby inflicting a large number of casualties on the first responder community

· using a real or simulated device to force the evacuation of a facility only to detonate a much more substantial device in identified bomb-threat evacuation assembly areas; these attacks are especially harmful because the evacuation assembly areas often are more densely populated than would otherwise be the case
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Avoiding injury in case of a possible Improvised Explosive Device

In a dangerous situation involving an explosive device, evacuation is often the best choice, putting distance and barriers between the device and evacuees.  Of course, evacuation should not take place via the location of the suspicious activity or object.  Evacuation should be in a calm and orderly fashion but also quickly and safely.  Always keep in mind the possibility of secondary explosive devices.

If evacuation is not possible, move to a location that affords some level of protection.  Be sure to stay away from windows and doors and flammable liquids or gas tanks.

The following are general rules to follow to avoid injury:

· Never touch, move or cover a device or object that appears unusual

· When it is determined to evacuate, do so immediately; move as far from a suspicious object as possible 

· Be aware that a bomber may lure people outside (either by hoax or a real threat) into the blast zone of a bomb placed in a vehicle and/or easily hidden in a parking area (secondary device)

· Do not use a radio or cell phone within 300 feet of an identified suspicious object/device

· Stay out of the object’s line-of-sight, thereby reducing the hazard of injury because of direct fragmentation

· Keep away from glass windows or other materials that could become flying debris

· If you believe an explosive device is about to be detonated near you, protect yourself by putting a solid barrier between the explosive and yourself 

· If there is not enough time to escape out of range from an explosion, fall to the ground, face down, lying as flat as possible and cover head and neck with arms for protection

· If being attacked by an assault weapon, rifle or pistol, take cover behind the engine block of a vehicle or another solid barrier 

If an explosive device is discovered on the vehicle:

· remain calm and NEVER touch, move, shake or empty the contents of a suspicious item

· instruct passengers to keep their distance from the explosive or potentially contaminated area or item

· if the bus is in motion at the time of discovery, immediately pull over to a safe location preferably in an area not crowded with people

· shut down the bus and evacuate passengers a minimum of 1,500 feet away from the vehicle, preferably upwind

· tell passers-by to stay away from the vehicle

· When requesting assistance:

· never re-enter the vehicle

· do not use the vehicle radio and if using a cell phone, do not do so any closer than 300 feet from the vehicle

· give dispatch and emergency response the precise location of the vehicle, reporting all events and any reasons for suspicion, including a detailed description of a suspicious package

· If a suspicious item is accidentally touched by the driver or a passenger:

· keep hands away from mouth, nose and eyes

· wash well with soap and water as soon as possible

· explain to authorities what was done

If an explosive device is suspected outside the vehicle:

· open the doors and windows of the bus (if device explodes this will prevent injury from flying glass)

· if the vehicle can be safely moved, relocate vehicle upwind and away from danger

General rules to avoid injury from a dangerous object:

· Never touch, move or cover the suspicious object, but if item is touched, keep hands away from mouth, nose and eyes.  Wash hands well with soap and water as soon as possible.  Report to authorities what has been done.

· Move as far from a suspicious object as possible without being in further danger from other hazards such as traffic or secondary sources of explosion

· Do not use a radio or cell phone within 300 feet of the object/device

· Stay out of the object’s line-of-sight, thereby reducing the hazard of injury because of direct fragmentation

· Keep away from glass windows or other materials that could become flying debris

· Remain alert for additional or secondary explosive devices in the immediate area
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