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The conditions affecting facility security change constantly.  Employees come and go, a facility’s content and layout may change, various threats wax and wane, and operations may vary.  

It is essential that key personnel participate in periodic security vulnerability assessments.  Specifically these security assessments should focus on such things as:

	Parking lots
	Corridors and stairwells

	Vehicle storage
	Roof tops

	Entrances/visitor access
	Heating, ventilating, air conditioning (HVAC) systems

	Windows
	Trash receptacles

	Doors
	Hazardous substances and other dangerous Items

	Rest rooms
	Emergency communications


Parking Lot/Vehicle Storage Security

· Can illegitimate users access the parking lot without being detected?

· Are only essential access points to public thoroughfares provided?

· Is the parking area close to the building so it can be monitored?

· Are parking lots/vehicle storage areas bordered by a wall, chain link fence or some other real barrier?

· Do access points have gates that can be locked?

· Do parking/vehicle storage areas have sufficient lighting?

Entrance Security

· Are there blind spots near entrances?

· Are there deep recesses at entrances which are accessible when the building is closed?

· Do doors that are primarily exit doors have external locks or door handles?

· Are doors constructed to be sturdy and built to withstand penetration?

· Does the office layout allow staff to see approaching visitors from normal working positions?

· Do staff members have the ability to stop visitors from entering by locking doors?

· Are employee ID badges used for security purposes?

Corridor and Stairwell Security

· Do right angles in corridors have good surveillance?

· Do corridors and stairwells have sufficient lighting?

· Have provisions been made to prevent or eliminate blind spots at stairwell landings?

Restroom Security

· Are security searches periodically conducted of the restroom areas?

· Is internal ventilation available so that open windows are not needed?

Heating, Ventilating, Air Conditioning (HVAC) System Security

· Is access to the HVAC system controlled?

· Are switches and mechanisms labeled so that shutting down of the HVAC system can be accomplished with ease?

· Do all personnel know where HVAC equipment is located and how to operate it, including shutdown?

Trash Receptacle Security

· Are exterior dumpsters and trash receptacles placed well away from building facilities?

· Are exterior dumpsters and trash receptacles inspected periodically for security concerns?

· Are inside trash receptacles limited and inspected periodically for security concerns?

· Is trash that is not placed in receptacles examined and removed on a regular basis?

Control of Hazardous Substances and other Dangerous Items  

· Are all maintenance equipment and other items that could be used as weapons controlled and kept in locked conditions?

· Are all volatile and hazardous substances stored in a manner consistent with HAZMAT requirements?

Window Security

· Do windows provide easy and convenient visual access to the outdoors?

· Are there clouded window panes?

· Can all windows be secured and locked?

Door Security

· Do all doors have sturdy locking devices?

· Are doors capable of being easily pried open?

· Is a system of key control and inventory in place?

· Are locks periodically changed based on possibility of key security breakdown?

Roof Top Security

· Are there climbable plants located near building walls?

· Are there built in foot holds on poles or other structures adjacent to the building?

· Are walls too high to be climbed with standard ladder equipment?

· Do fixtures on buildings provide foot holds for getting onto roofs?

Communications Security
· Do communication devices operate throughout the building?

· Are there emergency call stations or panic alarms?

· Can emergency responders be easily and directly reached 24 hours 7 days a week?

· Are all personnel trained in emergency communications?

Transit Bus Safety and Security Program

FTA, AASHTO, APTA, CTAA


