Capabilities Assessment


Adapted from the Federal Transit Administration
Section 1: Security Awareness & Threat Management 

1. Does your system have policies in place to ensure that personnel check vehicles, rest rooms, parking areas, and stairways for unusual, out-of-place, or abandoned items? 

□ Yes 

□ No 

□ N/A

 

2. Has your system trained its personnel on recognizing and reporting unusual, out-of-place, or unattended objects? 

□ Yes 

□ No 

□ N/A

 

3. Has your system incorporated security concerns into procedures for pre-trip inspections, vehicle cleaning, and vehicle fueling? 

□ Yes 

□ No 

□ N/A

 

4. Have appropriate personnel at your system received security or emergency management training from the FTA or another source? 

□ Yes 

□ No 

□ N/A

 
5. Has anyone at your agency been certified in the National Incident Management System (NIMS) and/or the Incident Command System (ICS)?

□ Yes 

□ No 

□ N/A

 
Section 2: Preparedness Planning 

1. Does your system have access to personnel with security management experience, knowledge, skills and abilities? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have standards for design, engineering, and procurement that consider safety and security risks? 

□ Yes 

□ No 

□ N/A

 

3. Does your system apply standards for safety and security whenever additional routes and services are considered? 

□ Yes 

□ No 

□ N/A

4. Does your system have an ongoing liaison program with local law enforcement and/or fire service? 

□ Yes 

□ No 

□ N/A

 

5. Has your system documented its safety and security measures in plans and procedures? 

□ Yes 

□ No 

□ N/A

 

6. Do your employees understand their roles and responsibilities for protecting passengers and other employees from safety and security threats? 

□ Yes 

□ No 

□ N/A

 

7. Does someone from your agency participate in the Local Emergency Planning Committee?

□ Yes 

□ No 

□ N/A

 
Section 3: Safety & Security Management 

1. Does your system have a designated safety/security point person and/or committee? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have specific plans for managing bomb threats? 

□ Yes 

□ No 

□ N/A

 

3. Does your system have specific plans to guide facility and vehicle evacuations? 

□ Yes 

□ No 

□ N/A

 

4. Does your system coordinate with neighborhood watch programs? 

□ Yes 

□ No 

□ N/A

 

5. Has your system reviewed its procedures for managing mail and deliveries to assess security considerations? 

□ Yes 

□ No 

□ N/A

 

6. Have your employees received training for dispute resolution and conflict management? 

□ Yes 

□ No 

□ N/A

 

7. Has your system developed a program to address workplace violence? 

□ Yes 

□ No 

□ N/A

 

Section 4: Threat & Vulnerability Assessment 
1. Does your system have a current listing of its critical assets? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have a current assessment of specific hazards and threats to its operation?

□ Yes 

□ No 

□ N/A

 

3. Does your system have a prioritized listing of current vulnerabilities?

□ Yes 

□ No 

□ N/A

 

4. Does your system have a current program in place to reduce system vulnerabilities? 

□ Yes 

□ No 

□ N/A

 
Section 5: Physical Security 
1. Does your system require that employees wear badges or other forms of identification? 

□ Yes 

□ No 

□ N/A

 

2. Does your system have procedures to log non-routine entries (e.g., visitors, personnel during off-shift, and personnel not normally assigned) to administrative facilities? 

□ Yes 

□ No 

□ N/A

 

3. Does your system have procedures to verify the identity of a visitor before issuing a badge, pass, or credential? 

□ Yes 

□ No 

□ N/A

 

4. Does your system have inventory control procedures for access badges, uniforms, and equipment? 

□ Yes 

□ No 

□ N/A

 

5. Have system personnel been trained to challenge people who do not appear to belong in restricted areas or who do not have the appropriate identification displayed? 

□ Yes 

□ No 

□ N/A

 

6. Does your system have gated perimeter fencing for storage of its revenue vehicles? 

□ Yes 

□ No 

□ N/A

 

7. Are vehicle numbers visible on the top, side, front and rear of all vehicles?

□ Yes 

□ No 

□ N/A

 

Section 6: Emergency Response Capabilities 
1. Does your system have an emergency plan? 

□ Yes 

□ No 

□ N/A

 

2. Does your emergency plan specify use of the incident command system?

□ Yes 

□ No 

□ N/A

 

3. Does your system have a pre-identified incident response/safety review personnel? 

□ Yes 

□ No 

□ N/A

 

4. Have your employees been trained in the emergency plans and procedures? 

□ Yes 

□ No 

□ N/A

 

5. Does your system conduct routine simulation drills and incident exercises? 

□ Yes 

□ No 

□ N/A

 
 

6. Does your system coordinate emergency response training with local first responders?

□ Yes 

□ No 

□ N/A

 

Section 7: Previous Experience 

1. Has your system experienced an emergency in the last 12 months?

□ Yes 

□ No 

□ N/A

 

2. Has your system experienced an emergency in the last decade?

□ Yes 

□ No 

□ N/A

 

3. If yes, do you feel the agency responded as well as could be expected?

□ Yes 

□ No 

□ N/A

 

