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Summary: This guide from the National Transit Institute may helps agencies with threat prevention by defining typical terrorist goals, infiltration methods, and vulnerabilities.  This document also summarizes domestic and international terrorist threats.
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Threats to security can vary from the criminal act of an individual to domestic terrorism to a planned international terrorist event.  The best protection against such an event occurring is to identify the perpetrator(s) before they carry out any violent action.

Terrorist goals:

· Use of fear to convince the world they are serious and to leave a lasting impression

· Desire to cause panic to impact people beyond immediate victims

· Shock and paralyze targets into inactivity

· Gain media attention

Terrorists gather intelligence in pre-attack activity by identifying:

· Points of vulnerability at facility access, exits and procedures

· Security measures 

· Access and escape routes

· Patterns of activity – operational, employee and customer

· Location and type of target

· Method of attack and stockpiling weapons
Terrorists may test a target by:
· seeing how individuals react to security threats and minor incidents by leaving an unattended package or bag in a critical area or by repetitive false alarms or bomb threats

· attempting to gain access to an area to see how well a facility controls access to its buildings, assets and secured areas or for the purpose of sabotage or deploying a device

· attempting to acquire items such as uniforms, ID cards, access control swipe cards, keys or security sensitive information

Some infiltration methods are:

· impersonating a delivery person or contractor

· changing or tampering with locks

· disabling surveillance equipment

· compromising fencing

· using a decoy or distraction such as a disturbance or injury

Terrorist vulnerabilities:

· Not invincible

· Terrorist are in fact weak and need terrorism to project false image of power

· Must spend time in an area to scope out attack plans

· Need for material, financial and equipment support may make them stand out

· Are most vulnerable during times of surveillance

· Dry runs

Summary of the domestic and international terrorist threat:

· terrorism and acts of violence are not new phenomena and are real and present dangers

· terrorists and violent perpetrators have a wide variety of motives, tactics and preferred targets

· we can expect more terrorism and acts of violence

· most terrorist acts involve conventional weapons and improvised explosive devices

· chemical, biological and radiological threats may increase in the future.
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