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Transit Provider

SYSTEM SECURITY PROGRAM PLAN (SSP)

STATEMENT OF SECURITY POLICY

This System Security Program Plan (SSP) formally defines the Transit Provider’s Security Program. The description, organization and requirements of the System Security Program are described in the Plan. The Transit Provider has the authority to implement the Plan

Only authorized parties or individuals shall have access to the System Security Program Plan.

Distribution to Plan Holders

The Transit Provider and Transit Provider employees shall not publicly disclose this System Security Program Plan or related documents under any circumstances.  Only authorized parties or individuals shall have access to the System Security Program Plan.
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1.0 System Security Program Plan Goals

1.1 Introduction to System Security

The Transit Provider has established a set of comprehensive safety and security activities that are documented in this System Security Program Plan (SSP). The Transit Provider is prohibited from publicly disclosing this System Security Program Plan. This SSP is periodically reviewed to evaluate security performance and to determine the need for revising the SSP. 
1.2 Purpose of System Security

System Security is established to reduce threats and vulnerabilities to the most practical level through the most effective use of available resources. The System Security Plan addresses deliberate actions taken by perpetrators to harm employees, passengers, to acquire money, goods, equipment, or to deliberately damage or destroy equipment and facilities. 


1.3 Objectives 

The Program Goal is to improve the security of the Transit Provider, encompassing patrons, staff, and property.  This goal is achieved through a variety of objectives and tasks associated with reaching and maintaining those objectives.

The Program Objectives are:

• Reduce vulnerability on the system by making the most efficient use of the present staff

• Increase the public’s knowledge of our security efforts

• To identify and minimize potential security risks 

• Create a record-keeping system that would log incidents by date, location, type and disposition. 

• Implement a program for authorizing access to sensitive information.  

• Maintain communications with LADOTD regarding security-related events 


1.6 Security and Law Enforcement

The Transit Provider maintains an active, positive attitude of teamwork with the police and emergency response personnel who operate within the Transit Provider's geographical area.

2.0 Transit System Description

2.1 System Description

The Transit Provider service includes _______ fixed routes. A total of _______ vehicles operate in the fixed routes and ________ vehicles are used for demand/response service. The system operates __ days / week, with hours of operation on a daily basis of up to sixteen (16) hours. There is no demand/response service on holidays or weekends.  

2.2 Vehicles

The Transit Provider operates _____vehicles, of which ______ are wheel chair accessible.

3.0 
Transit Provider Organization 

Refer to Appendix A.

4.0 Management and Modification of Security Program Plan (SSP) 

The Transit Provider Manager is mindful of the need for the public's trust and confidence: value patrons and employees, and treat them with dignity and respect and solicit and respond to ideas from patrons and employees through free flowing, constructive communications.  

The Transit Provider will conduct periodic reviews and revisions, if appropriate, of the Security Program Plan. Revisions are filed with the DOTD.

5.0 System Security Role and Responsibility

The Transit Provider Emergency Response Plan addresses Transit   Provider response to emergencies. The following activities shall be implemented as required and with cooperation of the  local Office of Emergency Preparedness, other Emergency Response entities, and consistent with the Parish Emergency Response Plan.

5.1 Procedure for Response to Threats/Incidents 

Calls are received by Transit Provider Dispatch. All calls are entered into a log and a data base as to time and date.  The Operator will also enter into the data base information identifying the complaint, the type of incident and identification of the primary responder and back-up personnel. The Notification Form (Appendix B) is used for those incidents requiring notification to DOTD.

5.2 Security Orientation and Training 

Ongoing training on security and emergency procedures using a variety of aids, including pamphlets (e.g.: National Transit Institute), signs, posters, video and memorandums; and public awareness materials are distributed.

5.3 Tabletop and Emergency Drills 

Emergency Preparedness drills are coordinated with the local Office of Emergency Preparedness and regional Emergency Response Agencies and are performed as required by those entities.

5.4 Access Control 

Access Control provides protection for safety and security sensitive documents and facilities. Keys are distributed to personnel based upon need and responsibilities.

    5.5 Criteria for Background Investigations

The Transit Provider defines procedures for addressing background checks.

5.6 Background Investigation 

Contractors who require access to safety and security critical information or facilities must provide information requested by the Transit provider. 


5.7 Substance Abuse Program

The Transit Provider has adopted a substance misuse policy statement. The statement is available to each covered employee. 

5.8 Protocols - Office of Homeland Security Threat Advisory Levels

Threat Advisory Levels provide a series of cumulative safety and security response procedures commensurate with eight (8) color-coded levels of responses to threatened terrorist activity. 

6.0 Threat and Vulnerability Identification, Assessment, and Resolution Process

The table below is used to make an assessment(s) concerning how susceptible each system element of Transit Provider is to each listed threat. This process is used as required by circumstances, threat level, or as requested by the local Office of Emergency Preparedness. 

The Transit Provider uses a scale of 1 to 4 for ranking each system element’s exposure or vulnerability, one (1) being the most vulnerable, to four (4) being the least vulnerable.

	System Elements
	Threats, Vulnerability and Probability Ranking   

	Garage*
	Burglary (1)*
	Fire/Arson (2)*
	Bomb (4)*

	Route A*
	Unidentified Package (3)*
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[Note: the list is detailed, for example, each bus route or each garage.  The ‘Threats’ heading should list all incidents that reasonably may occur on the system]

6.1 Resolution

The Transit Provider Manager reviews current methods of threat resolution to determine if additional means can be identified to address security risks through three possible alternative approaches:

· Eliminate

· Mitigate


· Accept

To determine what action(s) to take to correct identified threats or vulnerabilities, the Transit Provider evaluates the risk involved by accepting the threat relative to what it will cost (schedule, dollars, operations, etc.) to reduce the threat to an acceptable level.

7.0 Reports and Certification.

Refer to Appendix C.


Appendix A

Transit Provider Functional Organization Chart

(Insert)

Appendix B

NOTIFICATION FORM
DOTD TELEPHONE / FAX / EMAIL REPORT OF:

ACCIDENT ____  THREAT INCIDENT ____

Transit Provider:  _____________________________________________________________________

DATE REPORTED: __________________________
TIME REPORTED: ____________________

REPORTED BY:_________PHONE #_______REPORTED TO: ________________________________

CONTACT PERSON: _____________________________________

ACCIDENT
TYPE OF ACCIDENT: _________________________________________________________________

FATALITIES: # _______ INJURIES: # ______________________ EST. DAMAGE: $ _______________

DATE OF ACCIDENT:____________ TIME:_________ GRADE CROSSING:  Yes _____ No ________

LOCATION OF ACCIDENT: ______________________________________________________

TRANSIT VEHICLE(S): _____________________  OTHER VEHICLE(S): __________________  

SECURITY THREAT INCIDENT
TYPE OF INCIDENT: ___________________________________________________

DATE IDENTIFIED: _____________
HOW IDENTIFIED: ____________________________

WHO IDENTIFIED: __________________
LOCATION: _______________________________

DESCRIPTION OF THE ACCIDENT OR THREAT INCIDENT:

PLANNED or IMPLEMENTED CORRECTIVE ACTION(S): _____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Reported By:__________________________________ Title: ___________________________  

DOTD Accident/Threat Incident Report 

Appendix C

Guidelines for Annual Transit Provider Certifications and Activity Reports

Reports of specific calendar year Security activities are required annually from Transit Provider.  Annual activities and certification reports shall be provided to the DOTD.  

(1) The FTA-funded Transit Provider annual activity reports shall include System Security  information, as follows:


(2) Reported Security Incidents, number and type 


(3) Probable Cause of Reported Incidents  

(2) The Transit Provider shall certify annually to DOTD that it has complied with the DOTD Transit Bus Standard, including the following:


(1) Name of the Transit Provider


(2) Time period (year) addressed by the certification


(3) Name, signature and title of the official authorized to sign the certification


(4) Statements, as follows:

(a) “The Transit Provider has implemented a System Security Program that meets the requirements of the DOTD Bus Standard”, and


(5) Identification of document(s) that supports the certification

(3) Reporting periods and due dates are as follows:

(1) Annual activity reports and certifications shall be submitted no later than 


February 1, yearly, for the prior calendar year period.


